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Worm Research



History of worm

2003/8/12. MS 
DCOM RPC

2 billion dollarsBlaster

2003/1/24. MS SQL 
Server 2000 

1.25 billion dollarsSlammer
2001/1/31. MS IIS2.6 billion dollarsCode Red
The first worm. 1988Infect 6,000 hostsMorris

DescriptionDamageName



Worm



Worm propagation

Slow-start

Fast-spread

Slow-finish Slow-start 
phase

Fast-spread 
phase

Slow-finish 
phase



Scanning Strategy

Random scan
Code Red, Slammer
Sequential scan
Blaster
New strategy
Email, P2P, IM (Instant message) …



IPv6 VS Worm



IPv6 VS Worm

Most fast-propagate worms adopt 
Internet scanning strategy
IPv6 has a huge address space – 128-bit 
address space

It is difficult for worms to propagate in 
IPv6 network



Worm propagate in IPv6

k=1000/s I(0)=1

IPv4 32-bit
IPv4 network
32-bit address space
IPv6 network
128-bit address space
64-bit in present simulation

k=1000/s  I(0)=1 k=100000/s 

I(0)=100



Dual-stack worm



Dual-stack network

Deployment of IPv6 is not going to 
happen overnight.
isolated “islands” -- gradual global 
saturation.
Dual-stack: IPv4 and IPv6
Dual-stack network



Scan strategy in IPv6 subnet

Multicast ping
FF02::1 is the link-local scope all-nodes 
multicast address



Scan strategy in IPv6 subnet

Router-spoof
Send Router Advertisement to FF02::1



Dual-stack worm

Infected report

Dual-stack detect

Multicast ping 

& attack

Random IPv4 

address attack

Infected report

Dual-stack

Attack

Multicast ping

Y

Random generator

N

Attack



Experiment

NE 40-8

NE 40-8

S3026C

Dual-Stacked Network
202.117.4.0

2001:DA8:4000:1::/64

S3026C

Dual-Stacked Network
202.117.14.0

2001:DA8:4000:2::/64
IPv4 Network
219.245.182.0

Releaser
& Console 

Victim A
Victim D

Victim E
Victim F

Victim B

Victim C

IPv4 INTERNET

Bay 
Networks



Result analysis



Simulation

More dual-stack hosts, faster worm-propagate



Simulation

Less IPv4 Internet, slower worm-propagate



Conclusion

Dual-stack worm could spread in the 
IPv6 Internet
Dual-stack network could accelerate 
worm-propagation
The worm research in next generation 
Internet is significant.



Future work

Model
Scan strategy in IPv6 Internet
Detection 
Defense strategy
Anti-worm system
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Thank You

Ting Liu
Xi’an Jiaotong University
P. R. China
tliu@sei.xjtu.edu.cn
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